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INTRODUCTION 

Modern security teams have ever evolving responsibilities. 
They continue to be responsible for ensuring the security 
of the enterprise environment, but the rapidly changing 
landscape of applications and their importance to the 
success of a company has added more responsibilities 
and complexity. Delivering applications has always been a 
cross-team effort, and now security has become integral to 
ensuring success. However, as security teams have become 
more integrated, the selection process for security tooling 
has become significantly more complicated. 

Security teams no longer have the political power to just 
impose their will on the rest of the company and force 
people to use security tools. This is a good thing, as the 
days of security being the team of roadblocks and friction 
did not ultimately lead to a secure corporate environment. 
Development and operations teams now have input in 
selecting security tooling which has led to buy-in and 
greater adoption of security technologies. 

That said, while the goal of security teams has not changed, 
the criteria for selecting a security tool has. Security tools 
are now expected to protect applications in a wide range of 
environments while also maintaining the velocity. As more 
and more production environments move to, or are born 
in, the cloud, cloud security posture management (CSPM) 
has become an increasingly important part of security 
programs. 

Traditional cloud security posture management tools utilize 
automation to identify and remediate issues in runtime 
which allows them to provide protections against attacks 
without slowing down development. However, addressing 
issues in runtime is too late in the process and can lead 
to maintenance issues, such as configuration drift, or 
persistence of unidentified issues. This creates back 
pressure on development and deployment teams, which 
ultimately slows down the ability for engineering teams 
to release new features in a timely manner. Therefore, a 
new approach is needed that identifies and remediates 
issues before deployment, and Infrastructure as Code (IaC) 
provides the mechanism to do it. 
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INFRASTRUCTURE AS CODE BENEFITS 
Security tools have traditionally been very limited 
in their view and context, and they typically lack the 
understanding of the controls available in an environment 
to remediate issues. For example, if a vulnerability is 
discovered in code, but the tool doesn’t know if there is a 
web application firewall (WAF) that can block a payload 
trying to exploit the vulnerability, then the tool cannot 
know whether the vulnerability is exploitable. This lack of 
context makes it impossible to determine if other tools 
and controls in the environment are able to handle the 
issue thereby making it impossible to determine the true 
risk of the environment.

With infrastructure as code all the resources and 
connections between those resources are defined in 
code. This means scanning can easily determine what 
controls are available and what they will be able to 
address. It also means that if a vulnerability is found, the 
impact on the broader environment can be quantified. If a 
Static Application Security Testing (SAST) or Software 
Composition Analysis (SCA) scanner finds a vulnerability 
in the application code, and a WAF sees a malicious 
inbound payload, the IaC can determine if a path to the 
vulnerability exists from the internet. 

The holistic view of the entire infrastructure provided by IaC 
enables a new generation of tools to accurately assess risk 
and prioritize remediation. It also allows security teams to 
determine where a remediation action is best taken. Some 
SQL injections are very complicated to fix in code because 
they have a large impact on other parts of the application. 
IaC provides the information required to visualize the breach 
path and then analyze it to know where the optimal place 
to break the path is located. This provides teams better 
visibility into risk when deciding whether specific issues 
need to be fixed immediately or can be fixed in the future. 
A team can choose to fix the issue where it requires the 
least effort, thus breaking the breach path and eliminating 
the risk with the least disruption. This provides teams with 
more time to decide how to address the more complicated 
underlying issues. 
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SHIFT LEFT 
Traditionally, most CSPM tools focus on keeping the runtime 
secure by utilizing automatic runbooks. They scan a runtime 
environment after deployment for issues and remediate 
them based on predefined processes without having to 
involve any human element. While this might seem like a 
good solution at first, there is a useability problem from a 
development and operations perspective. Automatically 
changing the runtime configurations means operations 
teams don’t understand what the runtime configuration is. 

When automatic changes happen at runtime, the 
configuration files that are stored in code repositories or 
other locations are not necessarily accurate to the current 
state. This configuration drift means undocumented 

changes can run in production. In addition, if there are any 
issues in the runtime environment, there is no guarantee 
there will be an alert generated as the automatic runbooks 
might solve the issue before they are discovered by other 
tools. This means that unknown issues can persist in 
environments, and when a new release is pushed it can 
clobber an automated change or expose an issue for a 
period before the automation fixes it again—leading to an 
insecure environment. These inherent flaws of applying 
security controls in runtime are not ideal and become 
very troublesome for ephemeral cloud environments. A 
new approach is needed, and the solution is to shift left by 
enforcing the same controls during the development phase. 
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BENEFITS OF SHIFTING LEFT 
This is no easy task as security tools must not slow down the 
development process, and introducing new controls often 
leads to developer frustration. However, with the increased 
adoption of infrastructure as code the ability to enforce 
security controls sooner without interrupting or frustrating 
developers is possible. Scanning the infrastructure as code 
and reporting issues in development allows developers to 
interact with the security data in their normal process to fix 
issues before they get to production. Another major benefit 
is the state of production has a higher likelihood of matching 
what development teams think it is, which reduces the 
fragility of deployments and removes the possibility of 
clobbering an automated fix with the next deployment.

Traditional CSPM tools that provide protection in runtime 
allow security teams to be compliant with corporate policies 
and regulations. While this is the goal of any security team, 
they may not always be familiar with the cost created by 
fixing the issues in runtime. As discussed, there is back 
pressure on development and operations teams due to the 

configuration drift and potential for unknown issues. That 
makes these issues a real hazard for development teams as 
unrecognized technical debt can have widespread effects 
and derail a development roadmap. By identifying and fixing 
the issues before deployment, issues become visible and 
there is a clear trail of what has changed so that there is no 
configuration drift. This means that by providing visibility 
sooner the tool helps drive efficiency in addition to security. 

Changing the way developers interact with security data by 
bringing it into their normal development process is also a 
challenge. This makes the implementation details critical to 
the success of shifting left and enforcing security controls 
during development rather than runtime. Automation is key 
to reducing the manual workload of any process and is one 
of the reasons CSPM tools have found success. However, 
a new generation of automation is needed to solve the 
inherent issues discussed about automated runbooks above. 
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INTRODUCING AUTO-REMEDIATION
Imagine a scenario where a cloud developer writes IaC 
to deploy a database cloud instance within a sensitive 
production environment using a production cloud 
account. The developer commits a mistake in the code 
that leaves the database unencrypted. In this scenario, 
remediation technology will detect the mistake in code 
in the deployment pipeline and intelligently apply and 
generate remediation code based on runtime awareness 
of the production environment. The auto-generated code 
will remediate the mistake and enable database encryption 
before deployment and will leave an audit trail that clearly 
indicates what was changed. 

The ability for a software tool to automatically detect 
issues and remediate them before deployment is at 
the core of building a DevSecOps team. Remediation 
preferences are selected by the end-user to determine 
what steps to take when an issue is detected. Based on 

the configuration, remediation can be classified as 
supervised and unsupervised. With unsupervised, the 
remediation is done automatically based on a runbook, a 
defined set of rules, or other criteria that is defined prior 
to any action being taken. Traditional CSPM tools that 
detect and automatically remediate issues in runtime 
would be classified as unsupervised remediation applied 
in runtime. 

Supervised remediation is when an issue is automatically 
detected and a remediation action is suggested, but not 
automatically implemented. This gives a human operator 
a chance to review the suggested change and make the 
final decision as to whether to implement it. Most alert-
based tools across other cyber security areas follow this 
design, although those that identify problems without 
recommending a specific fix would not be considered 
auto-remediation. 



USING AUTO-REMEDIATION TO ACHIEVE DEVSECOPS 8

UNSUPERVISED OR SUPERVISED REMEDIATION

Each version of remediation has benefits and drawbacks. 
The main benefit of supervised remediation is that the 
oversight into the process typically makes teams more 
comfortable with implementing the solution. This is even 
more important when discussing auto-remediation in a 
development process where remediation actions make 
code changes. Providing suggested changes to developers 
through their normal development tools matches already 
known processes for other parts of development and would 
be easier for them to adopt.

However, tools that only identify issues and leave the task 
of figuring out how to remediate and prioritize changes to 
an individual just adds to the noise teams deal with daily and 
decreases their efficiency. Relying on tools to find issues—
and then people to go fix them—is one of the main issues 
causing DevSecOps to be so elusive. Another drawback 
is that there is no guarantee the security change will be 
implemented, and this leads to security and development 
teams being at odds with each other. 

Unsupervised remediation removes the friction and manual 
intervention requirement by automatically committing 
fixes when issues are found. It does not increase the 
workload of developers and fits seamlessly into the 
development process which makes it easier for security 
teams to implement within an environment. Unsupervised 
remediation is also an ideal solution for IaC as it provides an 
automatic way to enforce security and quality standards on 
complex infrastructure architectures. 

However, automatic changes to a codebase are 
uncomfortable for development teams. The code is the 
domain of the developer and automatic changes force them 
to give up complete control over it. The automatic changes 
to address security issues might meet the needs of the 
security team, but without developer buy-in, the solution will 
never be implemented. 
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CONCLUSION 
Automated-remediation provides a lot of benefits for 
developers, operations, and security teams, but discomfort 
with the level of automation required is a major challenge. 
Developers have just started to accept the automated 
runbooks of traditional CSPM tools and immediately pushing 
more automation is bound to be met with resistance. 

However, the level of automation associated with 
remediation doesn’t need to make people nervous. 
A successful strategy to shift left incorporates both 
supervised and unsupervised remediation approaches. 
Supervised remediation provides oversight and control 
to the code base for development teams that will help 

with initial adoption. Automation can be used to identify 
issues and suggest changes to remediate them in the tools 
developers already use. Then, once developers have become 
comfortable with the quality of the suggested changes, 
more automation around implementing the changes can be 
adopted. 

The implementation strategies will differ for each team and 
perhaps even between applications, but any environment 
using IaC should consider introducing automated 
remediation. The benefits provided by automated 
remediation allows organizations to shift left into a more 
DevSecOps practice with confidence. 


