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As digital products and 
applications permeate every 
aspect of modern business, 
cybersecurity is a top priority 
for organizations, especially 
for those dealing with web-
based products and cloud 
architectures.

Meanwhile, with the rise 
of serverless computing, 
organizations are having 
fresh conversations about 
security as they navigate 
the next stage of software 
development and product 
management.

In a nutshell, serverless 
allows for the execution of 

application logic without your 
technology team having to 
worry about managing or 
maintaining servers. With 
serverless applications, you 
only pay when functions are 
executed, thus lowering your 
costs. 

With no servers to maintain, 
operating systems to 
manage, or hardware to 
upgrade, it’s easier for 
companies to scale their 
products and speed up 
time to market. All of 
this translates to fewer 
infrastructure resources and 
substantially lower costs. 

Introduction:
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Even so, serverless security 
threats are a persistent 
challenge for many 
enterprises with cloud-based 
function-as-a-service (FaaS) 
architecture. 

According to a study by 
security firm Protego, 98% 
of functions in serverless 
applications are at risk, with 
16% considered to be in 
serious jeopardy. 

The report shows that the 
most impactful security 
fallbacks are unnecessary 
permissions, with vulnerable 
code and configurations 

taking a close second. 

While these issues can be 
mitigated, it can be a highly 
challenging endeavor without 
the right tools and the 
right partners to guide the 
process. 

In this whitepaper, we’ll 
explore some of the 
most common security 
vulnerabilities in serverless 
computing, including 
what types of attacks and 
breaches are occurring, as 
well as offering advice on 
security best practices.

http://www.belatrixsf.com
https://ss-usa.s3.amazonaws.com/c/308465463/media/5c7feda495ea3/eBook_Protego%20AWS%20Lambda_Security%20Best%20Practices.pdf
https://ss-usa.s3.amazonaws.com/c/308465463/media/5c7feda495ea3/eBook_Protego%20AWS%20Lambda_Security%20Best%20Practices.pdf


 

We will examine:
•   Common fallbacks and vulnerabilities

•   3 practical serverless security tips

•   Belatrix’s best practices and 
recommendations
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Common fallbacks and 
vulnerabilities
F In general terms, attackers are targeting serverless 
applications to do harm to a business, usually by gaining 
illegal access to sensitive data, which can then be 
sabotaged, used without authorization, and even sold on 
the black market. 

Security solutions company PureSec, in collaboration 
with a number of top industry practitioners and security 
researchers, defined a top-10 list of the most common 
and impactful vulnerabilities in serverless computing. 
These vulnerabilities are listed below in order of criticality:

•   Function event data injection

•   Broken authentication

•   Insecure serverless deployment configuration

•   Over-privileged function permissions & roles

•   Inadequate function monitoring and logging

•   Insecure third-party dependencies

•   Insecure application secrets storage

http://www.belatrixsf.com
http://blog.belatrixsf.com
https://www.puresec.io/hubfs/SAS-Top10-2018/PureSec%20-%20SAS%20Top%2010%20-%202018.pdf
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•   Denial of service & financial resource exhaustion

•   Serverless function execution flow manipulation

•   Improper exception handling and verbose error 
messages

Here we explore each vulnerability on the list, looking 
at why attackers might capitalize on them and what 
methods businesses can apply to prevent them. 

Function event data injection

Injection flaws occur when hackers use untrusted 
or hostile data to trick an application into executing 
unintended commands or providing unauthorized access 
to data. An application is most vulnerable to injection 
attacks when it doesn’t validate, filter, or sanitize user data, 
allowing malicious data to slip through the cracks.

These types of attacks can result in data loss, corruption, 
access denial, or even a complete host takeover. When 

http://www.belatrixsf.com


page 7
www.belatrixsf.com | belatrixsf.com/blog 

the attack is extreme, an attacker can take control of the 
application’s high-level execution and change its regular 
flow in a ransomware attack. 

Parsing JavaScript Object Notation (JSON) content to 
plain text unsafely could lead to an injection vulnerability 
issue. This function should be part of the main application 
logic to avoid arbitrary access and code execution, in 
which case many cloud and serverless resources, such 
as IP addresses and function execution limits, could be 
exhausted. 

It’s good practice to keep data separate from commands 
and queries to prevent injection. By using safe code 
practices and the principle of least privilege (POLP) it is 
possible to reduce these attacks.

Broken authentication

Besides ensuring that the application’s user interface 
is correctly authenticating users, we recommend that 
backend resources such as databases, events, and 
serverless functions do not allow unauthorized users to 
access them.

As over-privileged serverless functions are a security 
vulnerability, it’s good practice to reduce resource 
privileges to the absolute minimum, which again ties 
back to the principle of least privilege. Identity policies can 
help with this, either allowing or preventing users from 
performing certain actions over cloud resources, such as 
executing serverless functions or updating a database 
table. 

http://www.belatrixsf.com
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Cloud providers have policy evaluation conditions 
based on configurable permissions for the resources 
they offer. It’s highly recommended to review a cloud 
provider’s identity policy evaluation logic and use that as 
a benchmark to establish custom policies that will apply 
to the software’s architecture. A poor use of policies can 
lead to data exposure, which leads to man-in-the-middle 
attacks based on maliciously gained authorization or 
stolen passwords.

Organizations should not apply the same policies 
and roles for all functions, nor use policies that grant 
full permissions over a cloud resource. Moreover, 
understanding how criminals take advantage of certain 
roles can be just as valuable as a solid security framework.

Insecure serverless deployment 
configuration

Due to their variety of specific needs, tasks, or surrounding 
environments, cloud services and serverless architectures 
are widely customizable, but this flexibility can have a 
significant impact on an application’s security when 
settings are not configured correctly.  

Serverless architecture is geared towards making 
functions stateless, which means that many applications 
rely on cloud storage infrastructure to store data between 
executions. When this storage is insecure, sensitive 
corporate data is at a higher risk of exposure, particularly 
when authorization and authentication are poorly 
configured. 

http://www.belatrixsf.com


page 9
www.belatrixsf.com | belatrixsf.com/blog 

Mitigating these risks is a challenge, but not impossible. 
It’s advisable to acquire a working understanding of the 
available storage security controls offered by your cloud 
vendors, such as storage configurations, multi-factor 
authentication, and data encryption. It also helps to have 
a development team that fully understands serverless 
architecture security configurations. 

Over-privileged function permissions 
& roles

In some cases, serverless applications may contain many 
hundreds or thousands of functions, which makes the 
management of permissions and roles a tedious and 
time-consuming task. 

To circumvent this tedium, organizations fall into the trap 
of applying single permissions or roles to all functions, 
giving them over-privileged access to the entire system 
and increasing security risks. 

http://www.belatrixsf.com
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Each individual serverless function should have no more 
than the permissions it needs to perform its logic - another 
instance of the principle of least privilege. The alternative 
is that attackers will target over-privileged functions to 
perform unauthorized and damaging tasks. 

While it might seem like a long-winded task to assign 
the correct permissions to each and every function in 
a serverless application, it’s vital to identify excessive 
permissions to avoid attacks. You can also automate this 
process if necessary.

Inadequate function monitoring and 
logging

Sometimes attackers can test the behavior of the 
application by producing errors, so we advise logging 
traceable information to detect attacks.

Developers of serverless applications should implement 
an audit mechanism that can review and delete a log 
periodically. Make sure to add logs such as authentication, 
change data events, or fatal errors to a security 
information and event management (SIEM) system. 
Malicious logs can be also saved for analysis.

Logs are stored by cloud providers and can come in a 
number of formats, like plain text or JSON. Management 
tools like Logstash can enable developers to visualize and 
parse the information into readable text. 

It’s generally seen as bad practice to utilize verbose logging 
in production when logs are not secured properly, as it 
runs the risk of exposing sensitive data. The alternative is 

http://www.belatrixsf.com
https://www.elastic.co/products/logstash
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to tokenize the information before sending it to a logging 
service.

Insecure third-party dependencies

No matter how secure a serverless application may seem, 
the introduction of code from an insecure third-party 
dependency can open it up to new levels of vulnerability. 

Always be aware of your dependencies, as well as the 
security patches that may need installing if a breach 
occurs. As part of a robust continuous integration and 
continuous delivery process, it’s important to keep an 
inventory list of software packages, dependencies, and 
their versions, as well as scanning them for known 
vulnerabilities. There are tools available for automatically 
updating dependencies, such as Greenkeeper and NPM 
Audit. 

Source: https://docs.npmjs.com/auditing-package-dependencies-for-security-vulnerabilities

Updating to a new package version could be unsafe if an 
attacker has already gained control of it and introduced a 
malicious component. It’s vital to only use packages from 
trusted third-parties and make sure they have not been 
compromised. 

http://www.belatrixsf.com
https://greenkeeper.io/
https://docs.npmjs.com/auditing-package-dependencies-for-security-vulnerabilities
https://docs.npmjs.com/auditing-package-dependencies-for-security-vulnerabilities
https://docs.npmjs.com/auditing-package-dependencies-for-security-vulnerabilities 
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Unfortunately, knowing whether or not to upgrade to a 
potential malicious version is quite cumbersome and 
more difficult to automate. It’s possible to minimize 
these vulnerabilities by regularly updating old package 
versions to the latest versions and removing unnecessary 
dependencies. 

Insecure application secrets storage

The term “secrets” generally refers to keys or passwords, 
all of which should be encrypted in some way. Secrets 
are principally stored in an environment variable, S3 (blob) 
objects, databases, or an external secrets manager like 
HashiCorp Vault. 

If you trust reputed cloud providers such as Amazon 
Web Services (AWS), Google Cloud Platform (GCP), or 
Microsoft Azure, you’re allowing them to take responsibility 
for the security of those secrets. We recommend being 

http://www.belatrixsf.com
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aware of the places where you’re storing the secrets 
during the design of application architecture. In serverless, 
secrets should only be stored in the cloud.

Security experts consider it to be bad practice to store 
secrets in plain text in a code repository or environment 
variable or attempt to manage too many secrets for one 
system. Aim to avoid using long timeout configurations, 
which could lead to reaching execution or charge limits, 
similar to what occurs with denial of wallet (DoW) attacks.

Make sure to store secrets in a secrets management 
system such as Secrets Manager Service, which 
integrates with a key management service (KMS) to 
encrypt and decrypt secrets. AWS Parameter Store 
is another option since it comes fully integrated with 
Amazon’s KMS. Secrets should also be limited in size, 
limited to a small group of people, and logged to an 
auditing system using a service such as CloudTrail.

Finally, make sure to rotate secrets frequently, and every 
time someone leaves the cloud team. Any secrets system 
should also include an encrypted master key that is 
different for each active environment and rotates regularly. 
These practices should form part of a secrets rotation 
strategy and can be automated if necessary. 

Denial of service & financial resource 
exhaustion

Denial of service (DoS) attacks are designed to overload 
a service’s capacity by gaining access to several hosts, 
forcing them to send a large number of requests and 

http://www.belatrixsf.com
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potentially holding those services hostage. These attacks 
exhaust a customer’s services budget to the point where 
their services are no longer available, an outcome known 
as financial resource exhaustion. 

Exhausting a function over its reserved execution time 
capacity can lead to one kind of DoS attack. Attackers may 
also gain unauthorized access to a secondary service as 
a forgery address to overload the resource capacity and 
cause ransom attacks. Another example is when object 
services expose client data to the public by improperly 
configuring permissions.

There are a few options for preventing these types of DoS 
attacks, including the proper configuration of the required 
authentication, setting appropriate timeout limits and disk 
usage limits for serverless function execution. In addition, 
implementing third-party web application firewalls from 
providers such as F5 or Akamai, or applying services that 
protect serverless pipelines, such as AWS Shield, GCP VPC 
Service, or Azure DDoS protection controls.

Serverless function execution flow 
manipulation

Business logic and flow manipulation attacks have 
been known to cause some of the biggest impacts on 
businesses, while also being highly complex and very 
challenging to detect. 

Attackers will attempt to manipulate the flow of an 
application in order to subvert its logic to bypass 
access controls, elevate user privileges, or even cause 

http://www.belatrixsf.com


DoS attacks. The risk of these attacks is higher than 
in standard applications due to the granular design of 
serverless functions. 

There is no simple solution to this issue, but organizations 
can start by setting proper access controls and 
permissions for each function, and ensuring that 
developers are using an application state management 
facility if necessary.

Improper exception handling and 
verbose error messages

Compared to standard applications, the options for line-
by-line debugging of serverless applications are limited 
and far more complex, particularly when debugging the 
code locally. These limitations cause developers to opt for 
error messages that reveal sensitive information or flaws 
related to the application’s environment, users, or data, 
also known as verbose error messages.

In order to avoid the risk of unauthorized access to 
sensitive data, it’s a far better practice for developers 
to use the debugging tools provided by the serverless 
architecture or cloud provider, as well as defining custom 
error messages that do not reveal any sensitive details 
about the application or the business.
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Practical serverless 
security tips
Along with addressing the most common vulnerabilities 
and fallbacks, our teams at Belatrix have defined three key 
practical steps that organizations can take to secure their 
serverless applications.

1. Share security 
responsibility with 
partners and vendors

When companies opt for serverless architecture, the 
infrastructure layers are 100% managed by the cloud 
provider, but that shouldn’t mean they shoulder 100% of 
the security responsibility.

In most cases, it is more beneficial for both parties 
to share the responsibility and other cases where the 
customer is fully responsible for it. For instance, cloud 
providers are always responsible for the physical 
environments of serverless computing, such as data 
centers and all of their related hardware.

The customer is wholly responsible for data privacy 
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regulations and compliance, which they have to align 
across any serverless setup they are operating. They also 
need to appropriately manage access to data, as cloud 
providers are only able to configure permissions and 
privileges on their side.

It is the shared responsibility of both the customer and 
the provider to install security patches and upgrades both 
locally and in the cloud, as malicious code can impact 
users on either side. 

The major cloud providers are AWS Lambda, Google 
Cloud Functions, and Azure Function Apps. Each of them 
promotes a shared responsibility model of security, so 
ensure your teams understand this and really care about 
what they are responsible for.

2. Mitigating attacks 
from the DevOps 
frontlines

Using DevOps practices such as continuous integration 
(CI) and continuous delivery (CD) in the software 
development lifecycle greatly enhances the security of 
serverless applications.

Automated FaaS application pipelines can help trace 
data flows more quickly, mitigating attacks and enabling 
engineers to take swift action when a security threat 
arises. An automated DevOps pipeline reduces the risk 
of human error, resulting in far more secure serverless 
applications. 
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https://d1.awsstatic.com/whitepapers/Overview-AWS-Lambda-Security.pdf
https://cloud.google.com/functions/docs/securing/
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At Belatrix, our DevOps Center of Excellence has extensive 
experience working with organizations to achieve this. 
Our team focuses on creating automated pipelines that 
use DevOps best practices. These include the use of 
Infrastructure as Code (IaC) tools like Terraform and SAM 
(serverless application model), and CI tools like GitLab, 
CircleCI, or Github. IaC tools are powerful for security 
validation both before and after deployment. Combined 
with our experience in testing and development, they have 
allowed us to ensure the security of FaaS solutions during 
the entire software development lifecycle.

Whenever new features or code are developed for a 
serverless application, your technology team needs 
to apply security best practices, and then review and 
test them, until you have automated the pipeline. This 
approach is how we ensure high-end products are 
released into the market, with applications that are built to 
be scalable and resilient.

3. Secure your 
application supply 
chain

The application supply chain encompasses everything 
that an application needs to be delivered as a final product. 
This includes vendor services (such as third-party security 
services), runtime, programming languages, software 
development kit, and libraries. 

We advise making sure that your providers have service 
level agreements (SLAs) that outline their security 
practices, as well as being clear on how much data they 

http://www.belatrixsf.com
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will be managing. Another aspect to consider is their 
security certifications, such as if they are ISO 27001 or PCI 
compliant. 

Finally, make sure that your service provider does not 
use any services, libraries, or packages that are no longer 
maintained. The same applies if your provider is using 
libraries with unpatched security vulnerabilities. 

http://www.belatrixsf.com


Belatrix’s best 
practices and 

recommendations
When approaching serverless computing, successful 
organizations consider security not only as part of 
development and testing, but also during the design and 
architecture phases. 

Higher awareness of security vulnerabilities allows 
organizations to better prepare for cybercrime and similar 
threats, and help them to better outline security guidelines 
as part of their DevSecOps strategy.

In all instances of serverless application development, 
there are specific and important security practices that 
should be followed:

1. Always perform code reviews

2. Update serverless function runtimes

3. Keep sensitive data encrypted

4. Restrict server accounts to the least privilege possible
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5. Manage password and authentication properly

6. Ensure all dependencies, including third-party libraries, 
are up to date and have the latest security updates

7. Control access to serverless functions by the use of 
secure APIs or other similar means

8. Use the best practices for serverless applications, 
which we cover extensively in our “State of Serverless 
Computing” whitepaper

9. If possible, leverage security concerns to specialized 
third-party tools

It’s a good practice to develop an inventory of potential 
targets that attackers may focus on. This is most 
commonly customer data or information on sensitive 
business processes. 

Furthermore, once the software is in production, it’s 
important to ensure that APIs are not returning more data 
than they should be. This is a clear red flag for a possible 
security breach. 

We don’t typically recommend creating your own 
authentication or authorization mechanism, as it requires 
extra development effort and must perform to a high 
standard. Instead, use existing authentication tools and 
standards such as OAuth, which have already been heavily 
tested and proven to function well in a live environment.

Finally, be sure to extensively vet cloud providers and 
software development vendors to make sure that their 
serverless security knowledge is up to par. Serverless and 
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FaaS applications are likely to be the future of software, 
so collaborating with the leading players in the space 
will be key to seizing new opportunities in the serverless 
revolution.

http://www.belatrixsf.com


Belatrix Software helps companies 
thrive in the digital world.

Organizations partner with Belatrix 
to turn ideas into high quality, 
innovative software based on 
highly-tuned Agile development 
processes. Customers use 
Belatrix’s digital transformation 
services to create best-in-class 
software products, lower time to 
market, and gain competitive edge. 

Belatrix’s dedicated labs, focusing 
on UX, Blockchain, Cloud, mobile, 
RPA, DevOps, and QA automation, 

help organizations become digital 
leaders. 

Belatrix’s clients include both 
established Fortune level and 
emerging, venture backed firms. 
Some of the firm’s clients include 
Disney, Adobe, AOL, PwC, and 
Shutterfly. 

Belatrix is a South American 
company with offices in New 
York, San Francisco, Barcelona, 
Mendoza, Buenos Aires, Bogotá 
and Lima. For more information, 
visit https://www.belatrixsf.com.

About Belatrix Software
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